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Question No : 1

Which two options are identity policy types? (Choose two.)

A. known
B. unknown
C. active

D. passive
E. white-list
F. black-list

Answer: C,D

Question No : 2

Which three options are predefined policy objects for the Cisco ASA NGFW? (Choose
three.)

. URL

. application
. useragent
. access

. elements

. system
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Answer: AB,C

Question No : 3

In one custom dynamic application, the inside client connects to an outside server using
TCP port 4444 and negotiates return client traffic in the port range of 5000 to 5500. The
server then starts streaming UDP data to the client on the negotiated port in the specified
range. Which Cisco ASA feature or command supports this custom dynamic application?

A. TCP normalizer

B. TCP intercept

C. ip verify command

D. established command

E. tcp-map and tcp-options commands
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F. set connection advanced-options command

Answer: D

Question No : 4

Which three statements about the FirePOWER appliance are true? (Choose three.)

A. has three platforms: 6000 Series, 7000 Series, and 8000 Series
B. supports NGIPS with contextual aware

C. scales up to 100 Gb/s IPS throughputs

D. supports advanced malware protection

E. supports application control/URL filtering

Answer: B,D,E

Question No : 5

Which three features does the Cisco Meraki Security Appliance offer? (Choose three.)

. multisite cloud management
. antivirus

. web-aware firewall

. content filtering

. auto-VPN
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Answer: A,D,E

Question No : 6

You are configuring bookmarks for the clientless SSL VPN portal without the use of plug-
ins. Which three bookmark types are supported? (Choose three.)

A. RDP
B.HTTP
C.FTP
D. CIFS
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E. SSH
F. Telnet

Answer: B,C,D

Question No : 7

Which Cisco ASA NGFW license is needed to allow a high-school security administration to
implement policy to allow student access to high-reputation sites only?

A. AVC

B. Botnet Traffic Filtering
C. WSE

D. IPS for NGFW

E. AnyConnect Premium

Answer: C

Question No : 8

Refer to the exhibit.

Enable Policy m Eventing m Created June 12, 2013 by admin

Policy Action Deny Capture packets Last modified June 12, 2013 by admin

Source
Create new object

Destination
Create new object

Application /

Secure Shell
Service

Create new object

Tags | Ental
Ticket ID Enter Ticket

* required fields

Save policy Cancel

Which statement describes the effect of the access policy?

A. SSH traffic is blocked only on TCP port 22.
B. SSH traffic is blocked on any port.
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C. Traffic that matches the access policy is logged in the PRMS event viewer.
D. SSH traffic is captured automatically.

Answer: B

Question No : 9

Which statement about the on-box version of PRSM is true?

A. Cisco ASA NGFW comes preinstalled with a version of PRSM.

B. The on-box PRSM can support up to five NGFW modules.

C. The on-box PRSM license can be applied to the off-box version of PRSM.
D. Cisco ASA NGFW requires an ESXi license to run on-box PRSM.

Answer: A

Question No : 10

In which two ways is the Cisco ASA CWS subscription licensed? (Choose two.)

A. term only

B. term and seat

C. term and application

D. term and session

E. free with purchase of WSE 5-year term subscription license

Answer: A,B

Question No : 11

Refer to the exhibit.

S 10220 255255.255.0 [1/0] wia 172.16.1.10, dmz

S 10.3.3.0 255255 .2595.0 [2A0] wia 172.16.1.11, dmz
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