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Question No : 1

Which three features are considered next-generation firewall capabilities? (Choose three)

. external intelligence to enhance controls
. application visibility and control

. NAT

. identity-based controls

VPN

RFC-based inspection

TMOO®m >

Answer: B,C,E

Question No : 2

Which version of AMP is available on the Cisco ASA with FirePOWER services module?

A. network

B. content

C. endpoint

D. applications

Answer: A

Question No : 3

Which statement is true when describing the current threat landscape?

A. Threats can be prevented by not enabling BYOD services

B. Threats can be prevented using proactive static policies.

C. All companies connect to domains that host malicious files or services.
D. If a threat is discovered within the first 24 hours, it can be contained.

Answer: C

Question No : 4
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Which FireSIGHT Management Center appliance is required to support up to 100 managed
devices?

A. 4000
B. 2000
C. 750
D. 500

Answer: A

Question No : 5

Which mode of IPS deployment enforces blocking actions on malicious traffic?

A. out-of-band
B. inline

C. monitor

D. passive

Answer: B

Question No : 6

Which FirePOWER services capability supports seamless processing after an adaptive
security appliance stateful failover event?

A. midsession pickup

B. TCP intercept

C. SFR stateful failover

D. FireSIGHT central policy distribution

Answer: A

Question No : 7

Where are files that are awaiting a disposition check held during file analysis?
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A. cloud-based, company-specific repository
B. cloud-based sandbox
C. Cisco ASA SSD drive
D. isolated VLAN

Answer: B

Question No : 8

Which option best describes the role of an 1oC?

A. tags on a host that indicate that an infection event has occurred
B. statically assigned target values on a host

C. a flag that indicates that a host operating system needs patching
D. an impact flag of an infection event

Answer: A

Question No : 9

Which option represents an indirect system-performance impact by location?

A. different traffic types

B. different average packet sizes

C. number of features that are enabled
D. physical device placement

Answer: D

Question No : 10

Which FirePOWER services feature is associated with FireSIGHT recommendations that
may be automatically applied as policy?

A. URL filtering
B. AMP
C. AVC
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