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Question No : 1

Click the Exhibit button.

[edit security zones]
userf@srx# show
security-zone trust {
tcp-rst;
host—-inbound-traffic {
system-services |

all;
H
protocols {
all;
h
H
interfaces |
100.0;
ge-0/0/1.0;
h

H

security-zone untrust {
screen untrust-screen;
interfaces |
ge-0/0/0.0 {

host—-inbound-traffic |
system-services

dhcp;
http:
https:;
telnet;
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A customer has a problem connecting to an SRX Series device from the untrust zone using
SSH only.

Referring to the exhibit, which action will solve the problem?

A. Configure the ssh parameter under the [edit security zones security-zone trust interfaces
ge-0/0/1.0 host inbound-traffic protocols] hierarchy.

B. Configure the ssh parameter under the [edit security zones security-zone untrust
hostinbound-traffic system-services] hierarchy.

C. Configure the ssh parameter under the [edit security zones security-zone untrust
hostinbound-traffic protocols] hierarchy.

D. Configure the ssh parameter under the [edit security zones security-zone trust
hostinbound-traffic system-services] hierarchy.

Answer: B
Explanation:

Assume that inbound ssh, ftp, and ping traffic should be permitted from the untrusted zone.
Then you should do the following:

[edit security zones]

root# set security zone untrust host-inbound-traffic ssh root# set security zone untrust host-
inbound-traffic ftp root# set security zone untrust host-inbound-traffic ping

Note: For SRX Series branch devices, a factory default security policy is provided that:
Allows all traffic from the trust zone to the untrust zone.

Allows all traffic between trusted zones, that is from the trust zone to intrazone trusted
zones. Denies all traffic from the untrust zone to the trust zone.

References: http://www.dummies.com/how-to/content/how-to-configure-srx-security-zones-
with-junos.html
http://www.juniper.net/documentation/en_US/junos12.3x48/topics/concept/security-srx-
device-zone-and-policyunderstanding.html

Question No : 2

Click the Exhibit button.
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userf@srx> show chassis cluster status
Cluster ID: 1
Node Priority Status Presmpt Manual failover

Redundancy group: 0, Failower count: 1
noded 100 primary no no
nodel 0 lost no no

Redundancy group: 1, Failover count: 1
node0 100 primary no no
nodel 0 lost no no

You recently configured a chassis cluster between two branch SRX Series devices and
realize that the cluster is not functional, with node device status lost.

Referring to the exhibit, which two actions will correct this problem? (Choose two.)

A. Confirm both devices are synchronized with the local NTP.

B. Confirm that the software on both devices is the same Junos OS version.
C. Confirm both devices are running with the same security policies.

D. Confirm that the hardware on both devices is the same.

Answer: B,D
Explanation:

Chassis Cluster prerequisites include:

B: The SOFTWARE on both standalone devices must be the same Junos OS version.
Verify using this command on both devices:

root> show version

Model: srx220h

JUNOS Software Release [11.4R7.5]

D: Confirm that the HARDWARE on both devices is the same.

Verify using this command on both devices: root@srx220> show chassis hardware detalil
References:
http://kb.juniper.net/InfoCenter/index?page=content&id=KB21312&actp=search

Question No : 3

-- Exhibit —
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IPsec
e 17 218.00/28 ~~ S T
g Site 1 ~ o ~ e Site2 "~

.~ R3 RI, | R4 ~,
|Jr 2 g - il 2 \L
'I‘ 172.21.00/24 ; 184.0150/30 , -~ 172.20.0.0/24 !

Ao (‘ = - " \‘ ,'r
[=dit] [edit]
user@R1# show interfaces atl user BRI show interfacea st
unit 0 unitz 9

family inet {
address 172.19,0.1/30;
]

1

[2dit =ecurity]
user@RIE show Lke
palicy my-polley |
mads sEaing
proposal-set standasd;
pre-sharsd-ke¥ aacii-text "E05xtV-
?zzusfsmczm.rﬁn-w.— £ ZECRET-DATR
gatewsy my-gatewey {
ike-policy my=policy:
address 184.0.1E8.1;
excernal-interface ge=4/0/1;

[2dit zecuricy]

userdRl§ show ipsec

policy my-ipsec—paliey |
proposal-ser standaed;

vpn re-02 |
bind-interface =t0.0:
ike [
FAteWEY EY-gRIewDY:
ipasec-policy my-ipasc-policy:

extablish-tunnels immediatelsy;

1

family inet |
addreas 172.18.0.2/30;
b

[ediT 3scurity]
uas=fR2d ahow ike

policy my-polisy |
mods majing
proposal-ssr scandsrd;
pEe-shared-kKey sacii-text "S§0ExtV-
T22U'ﬁ5m-‘-aﬂn.‘fﬁl?—'~": #4 SECAET-DATA

gatevay my-geteway |
ike=policy mEy=policy:
addreas 184.0.15.3:
external =incerface ge=0/0/1;:

[edic ascuricy]

uzerfRii ahow ipaec

policy my-ipsss-poliey |
pECpESSl-32C acandard:

}
vpa Ee-R1 |
bind-dntecface 5t0.0;
ike |{
gatoway my-gateway:
ipsec-policy my-ipsec-policy:
X eatablish-tunnels immediately:

-- Exhibit --

Click the Exhibit button.

You are asked to troubleshoot a new IPsec VPN that is not establishing. You do not
receive any output from the show security ike security-associations command.

Referring to the exhibit, which section of the configuration is causing the problem?

A. the IKE proposal
B. the IKE gateway
C. the IPsec policy
D. the st0 interface

Answer: B

Question No : 4

-- Exhibit —
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userESRH-1> show security £low session

Session ID: 743, DPplicy name: sllow-internet/4, Timeout: 2, Vzlid
In: 192 .162.1.11/318 —--» T0_1.1_Z/1717;icmp, If: fe-0/0/7.0, Bkts: 1, Bytes: 84
Out: TO1_1_Z2/1717 ——>» F0.1_1_10/25110;iomp, If: -fe-0/0/2_0, DBkts- 0, Bytes:z O

Session ID: 744, Ppolicy nsme: =llow-intermet/4; Timeowut: 2, V=lid
Inm: 152 .168.1.11/313 ——>» T0_1.1_Z2/1717;icmp, If: fe-0/0/7.0, Bkts: 1, Bytes: £4
Oats TO.1. 1. Z2/1717 —> T0.1.21.10/124647icmp, I£: fe-0/0/2.0, Pkts: D, Bytes:- D
Session ID: 745, Pplicy nEme: sllow-internet/4, Timeout: 4, Velid
Inm: 192 . 168.1.12/320 ——> TO_1.1_2/1717;icmp, If: £fe-0/0/7.0, Bkts:c 1, Bytes: E£4
Qut: TO1_1_2/1717 ——> T0.1_1.10/22227;iomp, If: fe-0/0/2_0, Dkts: 0, Bytes:z O

userESEH-1> show security policies policy-—nEme 2llow-internet
From zone: trust, To =one: untrast
Dolicy: 2llow-intermet, Stzte: enzkbled, Index: 4, Scope Dolicy: 0, Seguence mumber: 1

Spurce =ddresses: sny

Destination sddresses: =ny

Applications: =ny

Aetion: permit
rootESEX-1> ping TO.1.1.Z2
DING TO.1.1_2 (T0:1.1.2):-5c date -bytes
€d bytes from 70.1.1.2: jcmp seg=0 ttl=&d time=3_1T7& ms

i B

&4 bytes from TO.1 iemp seg=l ttl=&4 time=3_2€1 ms

-- Exhibit --
Click the Exhibit button.

You are troubleshooting a communication problem between a trust zone and an untrust
zone in the network, where PC-1 cannot ping PC-2.

Referring to the exhibit, which configuration change on SRX-1 would resolve this problem?

A. Configure proxy-arp under the [edit security nat] hierarchy.

B. Add a security policy to allow ICMP traffic from the trust zone to the untrust zone.
C. Add an address book entry for address 70.1.1.2.

D. Add a security policy to allow ICMP traffic from the untrust zone to the trust zone.

Answer: A
Explanation:

Incorrect:

B: This has already been done by permitting any source, any dest and any app.

C: No address book is used in the policy, so no need for an address book entry.

D: Add a security policy to allow ICMP from untrust to trust; this one is not valid, as session
is initiated from trust zone.
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Question No : 5

You are asked to troubleshoot a number of dynamic VPN connections on an SRX Series
device.

Which three statements are correct? (Choose three.)

A. The configuration supports DH groups 1, 3, and 5.

B. Only RSAs are supported for IKE phase 1 authentication.

C. Dynamic VPN tunnels must be configured with extended authentication (XAUTH).
D. The SRX Series device requires a license for each remote client.

E. Only policy-based VPNs are supported.

Answer: C,D,E
Explanation:

C: Dynamic VPN tunnels must be configured with extended authentication (XAuth).

D: When configuring a shared or group IKE ID gateway, you can configure the maximum
number of connections to be greater than the number of installed dynamic VPN licenses.
However, if a new connection exceeds the number of licensed connections, the connection
will be denied.

E: Only policy-based VPNs are supported. Route-based VPNs are not supported with
dynamic VPN tunnels.

Incorrect:

A: The dynamic VPN client supports DH groups 1,2, and 5.

B: Only preshared keys are supported for Phase 1 authentication with dynamic VPN
tunnels.

References:
http://www.juniper.net/documentation/en_US/junos12.1x44/topics/concept/vpn-security-
dynamic-tunnelunderstanding.html

Question No : 6

You have an SRX branch device with two ISP connections. During analysis of the traffic,
you notice that traffic from internal users to ISP 1 are replied to by ISP 2.

Which two configurations will correct the asymmetric problem? (Choose two.)

A. Create a security policy to allow traffic through ISP 1 only.

B. Create routing instances that include routes to ISP 1 and ISP 2.

C. Configure filter-based forwarding to provide load balancing.

D. Create an interface-specific firewall filter to forward the traffic to ISP 1.
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Answer: A,B

Question No : 7

Click the Exhibit button.

set security policies from-zone trust to-zone trust policy
default-permit match source—address any

set security policies from-zone trust to-zone trust policy
default-permit match destination-address any

set security policies from-zone trust to-zone trust policy
default-permit match application any

set security policies from-zone trust to-zone trust policy
default-permit then permit

A customer created a security policy and is not receiving any logs from permitted sessions,
you are asked to obtain the logs for the customer.

Which parameter must you add to the configuration shown in the exhibit to accomplish this
task?

A. set system syslog file traffic-log any any

B. set default-permit then log session-close

C. set default-permit then count

D. set system syslog file traffic-log match “traffic_session”.

Answer: A
Explanation:

To send security policy logs to a file named traffic-log on the SRX Series device:
user@host# set system syslog file traffic-log any any user@host# set system syslog file
traffic-log match "RT_FLOW_SESSION"

In the example above, traffic log messages are sent to a separate log file named traffic-log.
The severity level is set to any so that the traffic log messages are captured. Only log
messages that match RT_FLOW_SESSION, which identifies traffic log messages, are sent
to the traffic-log file.

References:
http://kb.juniper.net/InfoCenter/index?page=content&id=KB16509&actp=search

Question No : 8
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While attempting to set up IDP on an SRX Series device, the IDP attack database fails to
download.

What is one reason for this behavior?

A. The device's Untrust zone to Trust zone security policy does not allow this traffic.

B. The device's configuration does not include the URL from which to retrieve the attack
database.

C. Afirewall filter applied to the loopback interface is preventing the download of the attack
database.

D. The host inbound traffic has not been configured correctly.

Answer: B
Explanation:

Note: The scenarios, which might cause the above error, can be broadly classified as
follows:

The SRX device does not have Internet connectivity.

The DNS server is not configured on the SRX device.

The SRX device does not have access to the SIG DB server.

Storage space in the Compact Flash is full.

References: http://kb.juniper.net/InfoCenter/index?page=content&id=KB23359

Question No : 9

Click the exhibit button.

set security nat destination pocl Web-server-1 address
10.10.10.10/32

set security nat destination pool Web-server-1 address port £0
set security nat destination pool Web-server-2 address
10.10.10.20/32

set security nat destination pool Web-server-2 address port 8000
set security nat destination rule-set rsl from zone untrust
set security nat destination rule-set rsl rule rl match
destination-address 190.133.117.1684/32

sat security nat destination rule-set rsl rule rl match
destination-port 80

set security nat destination rule-set rsl rule rl then
destination-nat pool Web-server-1

set security nat destination rule-set rsl rule rZ match
destination-address 190.133.117.184/32

set security nat destination rule-set rsl rule rZ2 match
destination-port 8000

set security nat destination rule-set rsl rule r2 then
destination-nat pool Web-server-2
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Untrust
Zone

Public address
space

| ge-0/0/0
SHX Series Device |

I'| ge-1/0/0

Trust
Zone

space

Private addrass
Server Server

You recently installed two new internal webservers. You configure destination NAT on your
SRX Series device so that external users will have access to internal Web resources.
However, the external users reported that they still do not have access to the server.

Referring to the exhibit, what should you do to solve the problem?

A. Configure proxy ARP for the address 190.133.117.184/32.

B. Contact your ISP since the packets are not reaching the SRX Series device.
C. Configure 190.133.117.184/32 under a security zone.

D. Configure a different IP address for the internal servers.

Answer: C
Explanation:

https://certkill.com 10


http://certkill.com
http://certkill.com

